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NASA AmesResearchCenter- USRA/RIACS

grosu@ptolemy.arc.nasa.gov

JonWhittle
NASA AmesResearchCenter- QSSGroupInc
jonathw@ptolemy.arc.nasa.gov

Abstract
We presenta technique for certifying domain-specific

propertiesof codegeneratedusingprogramsynthesistech-
nology. Program synthesisis a maturing technology that
generatescodefrom high-level specificationsin particular
domains.For acceptancein safety-criticalapplications,the
generatedcodemustbethoroughlytestedwhich is a costly
process.We showhowtheprogramsynthesissystemAUT-
OFILTER canbeextendedto generatenotonlycodebut also
proofsthat propertieshold in thecode. Thistechniquehas
thepotentialto reducethecostsof testinggeneratedcode.

1. Intr oduction

Programsynthesissystemsgeneratingfully executable
code from high level specificationsare rapidly maturing
(see,for example, [9, 8]), in somecasesto the point of
commercialization(e.g.,SciNapse[1]). However, the use
of suchsystemsis limited by concernsaboutthecorrectness
of thegeneratedcode.If programsynthesissystemscanbe
augmentedto generatecorrectnessguaranteesaswell asthe
code,thensomeof thetestingcosts(typically 80%of devel-
opmentfor missioncritical systems)canbeavoided.There
aretwo waysto provide thesecorrectnessguarantees.The
first is to verify theprogramsynthesissystemitself. How-
ever, thesesystemstendto behighly complex anddynamic,
so suchan approachis not viable. In this paper, we fol-
low analternativeapproachof generatingcorrectnessproofs
alongwith thecode. This requiresextendingthesynthesis
systemto generateproofs for the programsgeneratedbut
theseprogramsaremuchsimplerthanthesynthesissystem
thatgeneratesthemandhencetheproofsarealsosimpler.

We focuson certifying crucial domain-specificproper-
ties in safety or mission critical domains; a safety pol-
icy certifier was presentedin [6], for the domain of co-
ordinateframeswhich is crucial to astronomicalnaviga-
tion. Many software productsare developedfor com-
plex domainsthat involvea significantbodyof mathemati-
cal knowledge. Onewould, of course,like to certify soft-
wareasautomaticallyaspossible,but thisis veryrarelyfea-

sible (dueto intractability arguments)andclearly closeto
impossiblefor complex domainssuchastheonepresented
next. Therefore,userinterventionis oftenneededto insert
domain-specificknowledgeinto the programsto be certi-
fied, usually underthe form of codeannotations. In our
approach,the domain-specificknowledgecan be inserted
automaticallyby the programsynthesissystem.Thesean-
notationsarein theform of modelspecifications,assertions
andproof scripts.

2. Domain-SpecificProgram Synthesis

AUTOFILTER is a programsynthesizerfor stateestima-
tion problems.By stateestimation,wemeanestimatingthe
stateof anobject(e.g.,its position,attitudeor noisecharac-
teristics)basedon noisy sensormeasurements.Themost
commonwayof solvingastateestimationproblemis to use
a recursive updatealgorithm known as the Kalman Filter
[2] whichprovidesastatisticallyoptimalestimateof astate
basedon noisysensormeasurements.A KalmanFilter re-
quiresadditionalinformationto makethisestimate,namely
amodelof thedynamicsof theproblemandamodelof how
thesensormeasurementsrelateto thestate,suchas:
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� � is a vectorof statevariablesat time # . In a typical atti-
tudeestimationproblem,for example,thestatevector, � � ,
mightcontainthreevariablesrepresentingrotationanglesof
a spacecraft.This is what the KalmanFilter will estimate.
Equation(1) is the processmodelwhich describesthe dy-
namicsof thethestateover time — thestateat time #1
2
is obtainedby multiplying thestatetransitionmatrix 	�� by
thepreviousstate�3� . Themodelis imperfect,however, as
representedby theadditionof theprocessnoisevector ��� .
Equation(2) is themeasurementmodelandmodelsthere-
lationshipbetweenthemeasurementsandthestate.This is



necessarybecausethe stateoften cannotbe measureddi-
rectly. The measurementvector, � � , is relatedto the state
by matrix �4� . �5� is thenoisein this relationship.Simpli-
fying KalmanFilter assumptionsstatethat all noisesmust
be gaussianprocesseswith zero meanand theremust be
no correlationbetweenthenoiseover time (see(4) and(5)
where 6 � is the transposeof vector 6 and �"!879) evaluates
to 2 when 7��:� and � otherwise. + � and 0 � arematri-
ceswhich representthenoisecharacteristicsof theprocess
modelnoiseandmeasurementmodelnoise,respectively).

Givenmodelsof thisform,aKalmanFilter canbeimple-
mentedthatoptimallyestimates� � . A schematicalgorithm
for this KalmanFilter is given in Figure1. The estimate,;� � , canbeprovedto beoptimal,in thesensethat themean
squarederror (alsoknown asthe error covariancematrix),��� !<���.% ;�3�=)�!<���.% ;�3�=) � � , is minimized(seethe next sec-
tion). Any KalmanFilter shouldsatisfy this minimization
property. In Figure1, > � is theerrorcovariancematrix and
is updatedon eachiterationof the filter. > � givesan indi-
cationof theerror in thefilter estimatesandsois usedasa
checkwhetheror not thefilter is converging.

As an example of how Kalman Filters work in prac-
tice, considera simplespacecraftattitudeestimationprob-
lem. Attitude is usuallymeasuredusinggyroscopes,but the
performanceof gyroscopesdegradesover time sotheerror
in the gyroscopesis correctedusing other measurements,
e.g., from a startracker. In this formulation, the process
equation(1) would modelhow thegyroscopesdegradeand
theequation(2) would modelthe relationshipbetweenthe
startracker measurementsandthethreerotationanglesthat
form thestate. Fromthesemodels,a KalmanFilter imple-
mentationwouldproduceanoptimalestimateof thecurrent
attitude,wheretheuncertaintiesin theproblem(gyrodegra-
dation,startrackernoise,etc.)havebeenminimized.
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Figure 1. Kalman Filter Loop

AUTOFILTER takes as input a mathematicalspecifica-
tion includingequations(1) - (5) but alsodescriptionsof the

noisecharacteristicsandfilter parameters.Fromthis speci-
fication,it generatescodethatimplements(somevariantof)
thealgorithmin Figure1. In fact, AUTOFILTER generates
codein ourown intermediatelanguagewhich is thentrans-
latedinto C++ or Matlab. In this paper, we only consider
codein the intermediatelanguage.It shouldbe notedthat
Figure1 representsjustoneof many possiblevariationsand
configurationsof thefilter. In fact,theabundanceof varia-
tionsis whatmakesthis domainidealfor synthesis.

3. An Inf ormal Optimality Proof

In this paper, we describetechniquesfor certifying
domain-specificpropertiesof codegeneratedby AUTOFIL-
TER. In particular, we considerthe optimality proof intro-
ducedin theprevioussection— of theminimizationof the
meansquarederror. Despitetheapparentsimplicity of the
codein Figure2 thatAUTOFILTER generates,theproof of
optimality is quitecomplex. Themain taskis to show that
xhat(k) (correspondingto

;� � in theprevioussection)is the
bestestimate,undersimplifying assumptions,of the state
vector ��� at time # . This is a standardproof in statees-
timation and is usuallypresentedin booksasan informal
mathematicalproof severalpageslong. We next sketchthe
proof,emphasizingthoseaspectswhichareparticularlyrel-
evantfor automatingtheproof,especiallytheassumptions.

The very first assumptionmadein all booksis that the
initial estimates,

;� dl and > dl , are the bestprior estimate
andits errorcovariance,i.e.,

��� !m� l % ;� dl )�!<� l % ;� dl ) � � , re-
spectively. At a given time # , if

;� d� is the bestprior esti-
matethenonecanuse(2) to concludethat the mostprob-
ablemeasurementerror is � � % � � ;� d� . Anotherassump-
tion is that “the best estimateis a linear combinationof
the bestprior estimateand the measurementerror”. For-
mally, this saysthat

;��� is somewherein the imageof the
function

;���"!<nZ)poq�srtn3u8! ;� d� vnxwy!<�z��%v�^� ;� d� )[) , where
the coefficient n is a matrix having as many rows as

;� d�
andasmany columnsasrows ��� . We arelooking for then correspondingto the minimum error covariancematrix,
> � !mnZ).oc� ��� !<� � % ;� � !mnZ),)�!m� � % ;� � !mnZ)[) � � , that is, the so-
lution of thederivative of > � !mnZ) with respectto n . In fact,
differentiationof matrixfunctionsis acomplex field thatwe
partially formalizedandwhich we cannotcoverhere,but it
is worthmentioning,in orderfor thereaderto anticipatethe
non-triviality of thisproof,thatthe n giving theminimumof
> � !mnZ) is thesolutionof theequation{ ! trace! > � !mnZ)[),),| { n^�� , wherethetraceof a matrix is thesumof theelementson
itsfirst diagonalandfor a(standard)function } !mnT�~���,nT�*�5��u8uhuc)
on the elementsof a matrix n , its derivative {�} | { n is the
matrix ! {�} | { n �c��� n �q� � nZ) having the samedimensions
as n . Assumingthat > d� is theerrorcovarianceof thebest
prior estimateof

;��� , that is,
��� !<���y% ;� d� )�!<����% ;� d� ) � � ,

thenafter thousandsof basicproof stepsonegetsthe so-
lution � � oc� > d� � �� !-� � > d� � �� �0 � ) d � , which is what
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1. input xhatmin(0), pminus(0);
2. for(k,0,n) {
3. gain(k) := pminus(k) * mtrans(h(k)) * minv(h(k) * pminus(k) * mtrans(h(k)) + r(k));
4. xhat(k) := xhatmin(k) + (gain(k) * (z(k) - (h(k) * xhatmin(k))));
5. p(k) := (id(n) - gain(k) * h(k)) * pminus(k);
6. xhatmin(k + 1) := phi(k) * xhat(k);
7. pminus(k + 1) := phi(k) * (p(k) * mtrans(phi(k))) + q(k); }

Figure 2. Kalman Filter code calculating the best estimate incrementally.

line 3 in Figure 2 calculates. One can also calculatethe
bestestimatenow, namely

;� � ! � ) (line 4) andalsotheerror
covariancematrixof thebestestimate,> � ! � ) (line 5).

In order to completethe proof, oneneedsto show that;� d�R��� and > d�R��� arethebestprior estimateandits errorco-
variancematrix at time #i 2 , respectively. Theformerfol-
lows from anotheracceptedassumptionthat the bestprior
estimateat the next stepfollows the stateequation(1) us-
ing the best estimateat the current state,but where the
noise is ignored; the intuition for this assumptionis that
the currentbestestimateis randomanyway, so the noise
with mean0 can be ignored. We do this in line 6. The
lattercanbealsoobtainedby calculations,alsotakingsev-
eralthousandbasicproofsteps,transformingtheexpression
> d�R��� � ��� !m�3�R����% ;� d�R��� )�!m�3�R����% ;� d�R��� ) � � by replacing;� �R��� asin equation(1) and

;� d�R��� asin line 6.

4. A Framework for Formalizing the Proof

To generateandautomaticallycertify proofssuchasthe
above,we needto formalizethedomainknowledge,which
includesmatrices,functionson matrices,and differentia-
tion. The formalizationwas doneusing the executable
specificationlanguageMaude[4]. Maudeimplementsboth
rewriting logic and membershipequationallogic (MEL),
a variantof equationallogic which, in addition to atomic
equalities� � �*� , allows atomicmemberships � o�� stating
that the term � hasthesort � . In Maude,conditionalequa-
tionsandmembershipsaredeclaredwith thekeywordsceq
andcmb, respectively, while theunconditionaloneswith eq

andmb. For example,theconditionalmembershipcmb X/Y

: Real if Y=/=0 statesthat for any realsX andY, X/Y is a
real,or hasthesortReal, if Y is non-zero.

4.1. Matrices

Mostof theoperationsandaxioms/lemmasin matrixthe-
oryarepartial. Forexample,multiplicationis definediff the
numberof columnsof thefirst matrixequalsthenumberof
rowsof thesecond,andthecommutativity andassociativity
of additionholdtrueif f thematricesinvolvedhavethesame
dimensions.Maudeprovidessupportfor partiality; thepar-
tial infix operationof multiplicationandthetotal transpose
operationaredefinedasfollows:

op _*_ : Matrix Matrix -> [Matrix]
op mtrans : Matrix -> Matrix

In orderto definetheirsemanticsandproperties,weneed
two (total)operationsthatgivethenumbersof columnsand
rows of a matrix, c andr, of arity Matrix -> Nat. Now
we canexpressdefinednessof multiplication togetherwith
appropriateequationsfor thenew columnsandrows:

cmb P * Q : Matrix if c(P) == r(Q)
ceq c(P * Q) = c(Q) if P * Q : Matrix
ceq r(P * Q) = r(P) if P * Q : Matrix

Axioms relatingvariousoperatorsonmatricessuchas
ceq mtrans(P*Q)=mtrans(Q)*mtrans(P) if P*Q : Matrix

arealsoneeded,togetherwith morethan50 others,mostof
themconditionalandinvolving memberships.

4.2. Functionson Matrices

Onestepin optimality proofsis statingthat thebestes-
timateof theactualstateis a linearcombinationof thebest
prior estimateandthe measurementerror. The coefficient
of this linear dependency is calculatedsuchthat the error
covariancematrix is minimized.Therefore,beforetheopti-
malcoefficient is calculated,andin orderto calculateit, the
bestestimatevector is regardedasa functionof the formrZn3u�![� prior estimate�  n&w�� measurementerror � ) . For this
function to bewell defined,n mustbea matrix having ap-
propriatedimensionsasin Section3. Hence,weneedto for-
mally definefunctionsonmatricestogetherwith properties.
Wedoit by declaringnew sorts,MatrixVar andMatrixFun,
thefirst beingasubsortof Matrix, togetherwith operations
for definingfunctionsandfor applyingthem,respectively:

op /\_._ : MatrixVar Matrix -> MatrixFun
op _ _ : MatrixFun Matrix -> [Matrix]

Appropriate(conditional)axiomsfor functionsarespec-
ified, alsotakinginto accountpartiality, suchas:
ceq (/\y.(P+Q))(X)=(/\y.P)(X)+(/\y.Q)(X) if P+Q : Matrix
ceq (/\y.y)(X) = X if c(X) == c(y) and r(X) == r(y)

amongmany others.

4.3. Differ entiation

If > isasquarematrixthentrace! > ) is thesumof all > ’s
elementsonthemaindiagonal.Axiomatizationof functions
onmatriceswith their derivativescanbearbitrarilycompli-
cated;our approachis top-down, i.e., we first defineprop-
ertiesby need, usethem,andthenprove themfrom more
basicproperties.For example,theonly propertyusedsofar
linking optimality to differentiationis thata matrix � min-
imizesa function rtn3u > if f ! { ! ���z6T��� !$rZn3u > )[)~| { n")�! � )���� .
For thatreason,to avoid goinginto deepaxiomatizabilityof
mathematics,we have just defineda “derived” operation
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op d(trace_)/d_ : MatrixFun MatrixVar -> MatrixFun

giving directly thederivativeof thetraceof a function,and
havedeclaredsomepropertiesof it, suchastheequation

ceq d(trace(/\Y.(Y*P)))/d(Y) = /\Y.mtrans(P)
if Y*P : Matrix and r(Y) == c(P)

statingthatthederivativeof rtn3u8!<n�w > ) is rtn3u > � whenevern�w > is awell-definedsquarematrix. Onecould,of course,
prove this property from more basicpropertiesof traces,
functionsanddifferentiations,but onewould needto adda
significantbodyof mathematicalknowledgeto thesystem.

5. A Formal Optimality Proof

Wenext explainhow weformalizedtheinformalproofin
Section3, usingthe axiomatizationof the abstractdomain
in Section4. This formalizationwas donemanually, us-
ing an interactive theoremprover, ITP [3], implementedin
Maude. ITP providessupportfor automaticproofsor proof
hintscanbegiven,suchasfor example(apply -distr to

1.2 at 2.3) whichsaysthatthedistributivity axiomshould
beappliedbackwardsto proof tasknumber1.2 at position
2.3. Simplificationsareautomaticallydoneaftereachhint;
weusedhundredsof hintsin thenext proofs.

5.1. Specifyingthe Statistical Model

To reasonaboutthe codein Figure 2, one must know
wherethe matricesz, h, etc.,comefrom andwhat is their
meaning,or in otherwords,oneneedsthe specificationof
this particularKalmanFilter togetherwith all its assump-
tions. Theseareneededin addition to theabstractdomain
knowledgein Section4. Hence,thevery first stepis to ex-
pandthe abstractdomainwith this Kalman Filter’s spec-
ification, that we denoteSPECKF, declaringall the matri-
ces/vectorsinvolvedandtheir dimensions,suchas

ops x phi w : MachineInt -> Matrix
ops z h v : MachineInt -> Matrix
ops r q : MachineInt -> Matrix
ops n m k : -> MachineInt
var K : MachineInt
eq r(x(K)) = n . eq c(x(K)) = 1
eq r(phi(K)) = n . eq c(phi(K)) = n
eq r(z(K)) = m . eq c(z(K)) = 1
...

aswell asmodelequations/assumptions,suchas
eq x(K + 1) = (phi(K) * x(K)) + w(K)
eq z(K) = (h(K) * x(K)) + v(K)
eq r(K) = E[v(K) * mtrans(v(K))]
eq q(K) = E[w(K) * mtrans(w(K))]
...

Otheraxioms/assumptionsnot formalizedhereincludein-
dependenceof noise,andthefactthatthebestprior estimate
at time k + 1 is the productbetweenphi(k) andthe best
estimatecalculatedpreviouslyatstepk.

This specificationhasabout35 axioms/assumptionsand
the interestedreadercanget it from the authors.A major
advantageof ourapproachto combinesynthesisandcertifi-
cationis thatspecificationscanbegeneratedautomatically
from theproblemdescriptioninput to thesynthesisengine.

5.2. Modularizing the Proof

In order to machinecheckthe proof of optimality, the
proof mustbe decomposedand linked to the actualcode.
This is doneby addingthespecificationaboveat thebegin-
ning of thecodeandaddingappropriateformal statements,
or assertions,asannotationsbetweeninstructions,so that
one can prove the next assertionfrom the previous ones
andthepreviouscode.Proofsarealsoaddedasannotations
whereneeded.Notice thatby “proof” we heremeana se-
riesof hintsthat ITP usesto guidetheproof. Theresulting
annotatedcodeis shown in Figure3, wherewereplacedthe
moreformal (andlonger)assertionsby English. Theproof
assertionsin Figure3 shouldbereadasfollows: proof as-
sertion� is aproofof assertion� in its currentenvironment.

The bestwe canassertbetweeninstructions1 and2 is
that xhatmin(0) andpminus(0) areinitially the bestprior
estimateanderrorcovariancematrix, respectively. This as-
sertionis anassumptionin SPECKF.

Between2 and 3 we assertthat xhatmin(k) and pmi-

nus(k) arethebestprior estimateanderrorcovariancema-
trix, respectively. Thisis obviousfor thefirst iterationof the
loop,but needsto beprovedfor theotheriterations.There-
fore,we doanimplicit proofby induction.

Theassertionafter line 3 is thatgain(k) minimizesthe
covariancematrix of theerrorbetweenthereal (unknown)
stateof thesystemandalinearcombinationof thebestprior
estimateandour currentmeasurementerror. This formal
assertionis rathertechnicalandtakesa few linesof Maude
code,sowe do not show it here.It was,however, themost
difficult partof theproof. Its proofscriptcontains7 lemmas
andit has142 steps,that is, thereare142 usesof labeled
sentences.This meansthat thereare at least142 places
wherean automaticequationaltheoremprover would try
bothdirectionsof anequation— � �*�~� combinations. The
assertionbetweenlines4 and5 saysthatxhat(k) is thebest
estimateof the actualstateand follows now immediately
from thepreviousassertion.After line 5, however, we have
theassertionthatp(k) is theerrorcovariancematrix of the
bestestimateandits proof needs4 lemmasandhasabout
110proofscriptsteps.After line 6, dueto anassumptionin
SPECKF, we canassertandeasilyshow thatxhatmin(k+1)
is the bestprior estimateat time k+1, which togetherwith
theinstructionon line 7 impliestheassertionbetweenlines
2 and3,sowehavecompletedourproofof optimalityof the
codein Figure2 by induction. It took ITP a bit morethan
30 secondsto checkall this proof, which makesuspredict
at least100,000axiomapplications.

6. SynthesizingAnnotated Kalman Filters

AUTOFILTER synthesizescodeby exhaustive, layered
applicationof schemas. A schemais a programtemplate
with openslotsanda setof applicability conditions. The
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/* Specification of the state estimation problem ... about 35 axioms/assumptions in Maude */
1. input xhatmin(0), pminus(0);

/* Assertion 1: (in English)
xhatmin(0) and pminus(0) are the best prior estimate and its error covariance matrix */

2. for(k,0,n) {
/* Assertion 2: (in English)

xhatmin(k) and pminus(k) are the best prior estimate and its error covariance matrix */
3. gain(k) := pminus(k) * mtrans(h(k)) * minv(h(k) * pminus(k) * mtrans(h(k)) + r(k));

/* Proof assertion 3: (142 ITP hints including those below)
(lem (l(pminus(k))) = (n) to (1) .)
(apply assertion-1-2 to (1 . 0 . 1) at (1) .)
... the 138 other hints are omitted ...
(apply pminuskmtrans to (1) at (1 . 2 . 1 . 1 . 1) .)
(apply comm+ to (1) at (1 . 2) .) */

/* Assertion 3: (in English)
gain(k) minimizes the error covariance matrix */

4. xhat(k) := xhatmin(k) + (gain(k) * (z(k) - (h(k) * xhatmin(k))));
/* Proof assertion 4: (... omitted) */
/* Assertion 4: (the main goal)

xhat(k) is the best estimate */
5. p(k) := (id(n) - gain(k) * h(k)) * pminus(k);

/* Proof assertion 5: (... omitted; 110 ITP hints) */
/* Assertion 5:

p(k) error covariance matrix of xhat(k) */
6. xhatmin(k + 1) := phi(k) * xhat(k);

/* Proof assertion 6: (... omitted) */
/* Assertion 6:

xhatmin(k + 1) best prior estimate at time k + 1 */
7. pminus(k + 1) := phi(k) * (p(k) * mtrans(phi(k))) + q(k);

/* Proof assertion 2: (... omitted; 31 ITP hints) */ }

Figure 3. Annotated Kalman Filter code calculating the best estimate.

slotsarefilled in with codefragmentsby thesynthesissys-
tem calling the schemasrecursively. The conditionscon-
strainhow theslotscanbefilled — they mustbeprovento
hold in thegivenspecificationbeforetheschemacanbeap-
plied. Someof theschemascontaincallsto symbolicequa-
tion solvers,otherscontainentireskeletonsof statisticalor
numericalalgorithms.By recursively invokingschemasand
composingthe resultingcodefragments,AUTOFILTER is
ableto automaticallysynthesizeprogramsof considerable
sizeandinternalcomplexity.

Figure4 givesan abstractionof a top-level schemafor
generatingKalmanFilter code. ��6T�y� !$�&) areschemaslots.
They arefilled in by anassignmentof theform � ��6T�y� oc�u�u�u . In somecases,the top-level schemawill fill slotsdi-
rectly. In othercases,theslotsarefilled by recursively in-
voking otherschemas.Thenumbersin squareparentheses
referto line numbersin Figure2.

For certificationpurposes,theschemamustalsogenerate
a proof that the schemais correct— in this case,the opti-
mality proof in Figure3. In orderto generatethisproof, the
schemasare extendedto generatealso the assertionsand
proof assertionsfrom Figure 3. In this way, eachline of
codegeneratedcomesoptionally with assertionsor proof
assertions. Currently, the proof assertionsare ITP proof
scripts,i.e., a sequenceof applicationsof axioms/lemmas
(alongwith variablesubstitutions).Theseproofstypically
are very complex and involve the exploration of a large
searchspace.The hints in the high-level proof scriptsal-
ways occur at a choicepoint in the proof. Hence,given
theproofscript,it is possibleto reconstructtheentireproof
without theneedfor any search. Thereconstructionof the

/* applicability conditions */
... process noise is Gaussian
... measurement noise is Gaussian
... process/measurement noise are independent

...
/* set up template */
result := kalman(local(%), initialize(%), loop(%),

postloop(%))),
...

%loop := for(pvar,0,n, // [2]
update(zupdate(%), phiupdate(%), hupdate(%),

gain(%), // [3]
estimateUpdate(%), // [4]
covarUpdate(%), // [5]
storeOutput(%),
propagateEstimate(%), // [6]
propagateCovar(%))) // [7]

/* fill in some slots */
...

/* recursively invoke schemas to fill
remaining slots */

...

Figure 4. (Part of) a Kalman Filter schema

entireproof is currentlydonein thecertifier, but it couldjust
aseasilyhavebeengivenexplicitly in theschema.

7. Certifying Annotated Kalman Filters

Thereare varioustypesand levels of certification, in-
cluding testingandhumancodereview. In this paperwe
addresscertifying conformanceof programsto domain-
specificproperties. The generalproblemis known to be
intractable,but by usingprogramsynthesisto annotatecode
with assertionsandproofscripts,complex propertiescanbe
certifiedautomatically. Our long termgoalis to developan
automatedstateestimationcertifierwhich:� is simple,sothatit canbeeasilyvalidatedby ordinary

codereviewers;� is general,soit workson a largevarietyof programs;
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� reducesthe amountof domain-specificknowledgeto
betrustedto a few easilyreadableproperties,sothatit
canbevalidatedby domainexperts;� is independentfrom thedomain-specificsynthesissys-
tem, so that the likelihoodthat the two systemshave
common abstractdomain errors is minimized and
thereforecanbesafelyusedtogether.

There are sensibletrade-offs betweenthesedesiredfea-
tures. For example,if the certifier usesa specializedthe-
oremprover then the synthesisenginecangeneratefewer
andsimplerannotations,but the certifier is itself complex
andthecertificationprocesscantakea longer. On theother
hand,if thecertifieris asimpleproofcheckerthencertifica-
tion canbedonerelatively quickly andcanbemoreeasily
acceptedevenby skepticalusers,but oneneedsto generate
verydetailedproofsof correctnesstogetherwith thecode.

Thestateestimationcertifierworksasfollows. It first ex-
tendstheabstractdomainwith thespecificationof thepro-
gram(extractedfrom thebeginningof theprogram).Then
it followsthestepsof aproofby mathematicalinductionon
k, the loop index. More precisely, it first proof checksthe
first assertionin thecodein whichit replacesk by 0. Thenit
incrementallyvisitseachline of codein theloop,addingthe
assignmentsto thespecificationasordinaryMEL equations
andproof checkingtheassertions.In orderto proof check
anassertion,it callstheITP tool with thecurrentspecifica-
tion, theassertion,andtheproofscriptprovidedin thecode
asannotation.At the endof the loop, it alsoproof checks
thefirst assertionin theloop in whichk is replacedby k+1.

Therefore,our currentcertifier simulatesthe execution
of the codemodifying its environment(specification)and
checkinga providedproof whenever anassertionis found.
Assumingthat the abstractdomainand the Kalman filter
arecorrectlyspecified,thenfor any annotatedprogramas
above our certifier returns“yes” if f theprogramcalculates
thebestestimateat eachiteration. Notice that the certifier
wasspecificallydesignedto betotally independentfrom the
synthesisengine.Theproofsandtheannotationsareorders
of magnitudelargerthantherealcode,but fortunately, they
canbeautomaticallygeneratedby thesynthesisengineonce
genericproofsareprovidedwith theprogramschemas.

8. Conclusionsand Future Work

In this paper, we have shown how to extend program
synthesissystemsto generatenot only codebut alsoproofs
of propertiesof that code. This work was carriedout in
thecontext of AUTOFILTER, a synthesizerof stateestima-
tion programs,which wasaugmentedto outputa proof that
the codeimplementsan optimal estimator. This proof is a
highly complex proof that cannotbe provedautomatically
but by encodingthe key stepsof the proof in AUTOFIL-
TER’sknowledgebase,it is ableto generateaproof thatcan
easilybecheckedby an independentcertifier. Suchresults

will encouragetheacceptanceof codegeneratorsin safety-
critical domainssincethegeneratorswill producenot only
thecodebut alsocertificatesthatthecodeis correct.

Our certificationapproachrequiresmore sophisticated
reasoningthanin proof-carryingcode(PCC) [7], sinceour
abstractdomainsadmit complex axiomatizationsandveri-
fying thesafetyof eachline of codemayneedtensof thou-
sandsof inferencesteps. ExtendedStatic Checker (ESC)
[5] findserrorsatcompiletime,suchasarrayindex bounds
errorsandnil dereferences.The useof ESCis limited to
languagedefinabletypesandpropertiesthatcanbeproved
automatically. By allowing proof scripts, we extend the
usability of our certifiersto whatever provableproperties.
However, domain-specificproofscanbevery complex, so,
evenif possiblein theory, we do not anticipatethatourcer-
tifiers will beusedindependentlyfrom synthesisengines.

The certifier usedin the work describedis itself a sub-
stantialprogram,including the Maudesystemandthe ITP
tool. MaudeandITP areusedboth to generatethe proofs
andto checkthem. For practicalpurposes,a certifiermust
beassimpleaspossible.Certificationauthoritieswill only
trusta certificationtool if it hasbeenformally verified,and
henceit must be small. This meansthat whilst Maude
andITP aregoodgenericenginesfor developingdomain-
specificproofsscriptsof individualschemas,thefinal prod-
uctwill mostlikely incorporateakernelcertifierwith amin-
imal knowledgebaseandminimal proving technology.
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domain-specificpolicies. In AutomatedSoftware Engineer-
ing (ASE’01), pages81–90.IEEE,2001.

[7] G. C. Necula. Proof-carryingcode. In Proceedingsof the
24th Symposiumon Principles of ProgrammingLanguages
(POPL’97), pages106–119.ACM Press,1997.
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